
A Hacker’s
Viewpoint
PLANNING THE ATTACK



Who are these people?

What in the heck is PRE-ATT&CK???

I'm more of a visual person...

Can you explain that PRE whatever again? o.O

OK...now for the TLDR!

Ummm...I have a question :-)



Let's go 
around and 
introduce 
ourselves!

Kristina Krasnolobova

Title: Cyber Security Analyst

Company: Sentara Healthcare

Role: I look at events to go by, try to make 

sense of them and occasionally tell people "BAD 

USER" when they click on the links and put in 

their password...

Robert George

Title: Principle Cybersecurity Architect

Company: Sentara Healthcare

Role: I evaluate security controls and tell people 

NO a lot... I also evaluate new technologies that 

never seem to make the budget.



Cyber Kill Chain + CSF + lots more = 
MITRE ATT&CK!!!



I'm not impressed...



But look at all the things... 
ALL THE THINGS





CAST
Hacker – Cameron Walters-Lugo

CREW TEAMS

AUDIO CREW COSTUME/DECORATION CREW

Audio in the hacker video that you can’t 
hear – Ed Muducdoc

Hacker’s laptop –Ed Muducdoc
Hoodie provider – Ken Jensen
Snort Pigs – John DePalma

Movie Credits



PRE-ATT&CK

. . .AND WHY YOU SHOULD CARE



PRE-ATT&CK 
Categories

Priority 
Definition

Planning 
Priority

Definition 
Direction

Target 
Selection

Technical 
Information 
Gathering

People 
Information 
Gathering

Organizational 
Information 
Gathering

Technical 
Weakness 

Identification

People 
Weakness 

Identification

Organizational 
Weakness 

Identification

Adversary 
OPSEC

Establish & 
Maintain 

Infrastructure

Persona 
Development

Build 
Capabilities

Test 
Capabilities

Stage 
Capabilities



So why do hackers select 
specific targets?





Phishing with COVID-19

03/24/2020-03/25/2020

81,189 spam emails

originated from 28,661 unique 

email domains



MaliciousReal



In closing...
ULABRR

Use a personal email account to sign up for personal accounts 
online (non-work accounts).Use

Limit the sharing of contact information on social media.Limit

Only accept connection requests from known and trusted 
individuals.Accept

Be mindful of the images that are shared publically.Be

Review social account security and privacy settings to restrict 
access to private information.Review

Research your own public data so you know what's out there!Research



Questions?


