A Hacker's
Viewpoint

PLANNING THE ATTACK






Let's go
around and
introduce
ourselves!

Kristina Krasnolobova
Title: Cyber Security Analyst
Company: Sentara Healthcare

Role: | look at events to go by, try to make
sense of them and occasionally tell people "BAD
USER" when they click on the links and put in
their password...

Robert George
Title: Principle Cybersecurity Architect
Company: Sentara Healthcare

Role: | evaluate security controls and tell people
NO a lot... | also evaluate new technologies that
never seem to make the budget.
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Cyber Kill Chain + CSF + lots more =
MITRE ATT&CK!!!

Maintain

Control

Recon

Weaponize

Exploit

Execute

PRE-ATT&CK ATT&CK for Enterprise

Priority Definition Initial Access
Planning, Direction Execution

Target Selection Persistence

Information Gathering Privilege Escalation
Technical, People, Organizational Defense Evasion

. Weakness Identification ! Credential Access

Technical, People, Organizational Discovery

Adversary OpSec Lateral Movement

Establish & Maintain Infrastructure Collection

Persona Development Exfiltration

Build Capabilities Command and Control

Test Capabilities Impact

Stage Capabilities
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But look at all the things...
ALL THE THINGS
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Movie Credits

CAST
Hacker - Cameron Walters-Lugo

CREW TEAMS
AUDIO CREW COSTUME/DECORATION CREW

Audio in the hacker video that you can't  Hacker's laptop -Ed Muducdoc
hear - Ed Muducdoc Hoodie provider - Ken Jensen
Snort Pigs - John DePalma
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PRE-ATT&CK
Categories




So why do hackers select
Sp@lelC targets‘?




CRITICA RITICAL

RISK LEVEL

CRITICAL RISK

MxGoolbox
FollerMe

Spiderfoot shodan

Facebook
PassweTobaILinkec“n



COVID-19 Everything you need to know

» John DeFranco < >

ike other coronavi
To:
‘What are the symptoms this coronavirus causes?

According to the WHO, the most common ms o dness and a dry Some patients may also have a runny

nose, sore throat, nasal congestion and et Covid-19 experience a mil

ithout ne o ) - et How to Protect your friends from nCov 2019 FAQ

There are more than 75,000 infected COVID-19 cases all around the world!

How many people have been affected?

covi AQ - uploaded with iCloud Drive.

have beon over 13,000 deaths globally. Just over 3,000 of those deaths have occurred in mainland China , where the coronavirus
1 recorded in the city Ttaly ha hit, though, with over 4,800 fatalities. Many of those who have died had

ing health conditi ch the coronav nplicated.
00 people are recorded as having recovered from the coronavirus. Regards,

Find and research your medical symptom John DeFranco

Tedros Adhanom

RE: Coronavirus disease (COVID-19) outbreak prevention and cure update.
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81 , 189 spam emails N ar L—
originated from 28,661 unique Phl Shin g Wlth COVID' 1 9

email domains

Technical People Organizational Technical People




Malicious

Tots Confimed o Sk Registered domains including “coronavirus” in the last 7 days = 5762

% Coronavirus COVID-19 by Johns Hopkins CSSE

Registered domains including “covid” in the last 7 days = 6155
Hubei Mainland

R e Registered domains including “covid-19" in the last 7 days = 934

Country

Henan Mainland

China Registered domains including “covid19” in the last 7 days = 3098
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Activate lock screen to get instant alert ACTIVATE
= when a coronavirus patient is near you
eported Cases

(last updated March 26, 2020)

COVID-19 Cases in the U.S.

Cases in U.S @ Situation Summary @

None
61050
5110 100
101 to 500

@ 501101000

Sy Enable app in Accessibility for active
@ 5001 or more stats monitoring




. Use a personal email account to sign up for personal accounts
n C OSlng. .o online (non-work accounts).
ULAB RR Limit the sharing of contact information on social media.

Only accept connection requests from known and trusted
individuals.

Be mindful of the images that are shared publically.

Review social account security and privacy settings to restrict
access to private information.

Research your own public data so you know what's out there!




Questions?



